MyID Registration and MFA Enrolilment Instructions for External Users

1. A registration email from MylDNotifications < myid-notifications@disney.com > is sent to your email

address.
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2. Select Activate MyIlD Account. Your internet browser opens to the registration page.

3. Under Password, select the Set up button.
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4. Create your MyID password by entering it in the Enter password field and then again in the Re-enter
password field. Please note the password requirements listed above the fields and below FYR.

Password Requirements

e Atleast 16 characters long

e At least one upper case letter (A-Z)

e At least one lower case letter (a-2)

e At least one numeric character (0-9)

e At least one special character or symbol (~! @ #SA&* () _a+={}[]]:;<>,.?/)

e MUST NOT contain your username, real name or company name in the password

e MUST NOT use any Disney branded character names or commonly used passwords that are easily
guessed (e.g. "password" )

e  MUST NOT use repeating characters (111, AAA) or patterns (disneydisneydisney, abcabcabc)

e  MUST NOT be the same as one of your previous five passwords

¢ May not be changed more than once in a 24 hour period
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5. Select Next. You are prompted to enroll in Multi-Factor Authentication (MFA).

6. You can select either option for setting up the security method via
“Okta Verify” - Step 7 or “Phone” — Step 8, select Set up.
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7. Follow the instructions to download the Okta Verify app, open it, and scan the QR code.
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8. Once you have enrolled with Okta Verify, the other security method is listed as optional. If you would
like to set up this additional factor, select Set up under Phone. Otherwise, you may skip to step 11.
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9. After you select Set up, you are directed to the Set up phone authentication page. Choose whether you
would like to receive a code via SMS or authenticate through a Voice call, then select your country, and
input your phone number. Next, select Receive a code via SMS.
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10. A code is sent to your phone via SMS (or if you chose Voice call, an automated caller will call you to
provide the code). In the Enter Code field, type in that code. Select Verify.
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11. If you choose not to set up the other security factor, select Continue.
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12. Your MyID registration is complete, and you are directed to the Okta dashboard or access launch into
our DisneylLicensing.com
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Important Note:

- Please complete MyID registration within 7 days before the MyID registration link expires.

- MyID account password must be at least 16 characters long including at least 1 upper case letter,
1 lower case letter, 1 numeric character and 1 special characters or symbol. Please refer to the
Password Requirements for details.


https://licensing.disney.com/

